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Cyber Terror
By WILLIAM L. TAFOYA, Ph.D. Anyone ever misquoted 

recognizes the impor-
tance of context. Wrong 

assumptions about concepts, 
words, and phrases easily lead 
to misunderstanding. In the law 
enforcement community, officers 
who use a weapon in the line 
of duty to defend themselves or 
innocent bystanders may kill but 
not murder. Context often serves 
as the crucial variable justifying 
the use of deadly force. Murder 
is always killing, but killing is 
not always murder. Similarly, ac-
curate knowledge of the context 
and targets of cyber attacks en-
hances clarity and helps to avoid 
obscuring intent.

“Cyber terrorism is a com-
ponent of information warfare, 
but information warfare is not...
cyber terrorism. For this reason, 
it is necessary to define these 
topics as separate entities.”1 Said 
another way, undefined and mis-
understood terms easily could 
lead a conversation to proceed 
along parallel lines rather than 
an intersecting track. Thus, dif-
ferentiating concepts and terms 
is important, as in the case of 
understanding what cyber terror 
is and what it is not.

INFORMATION WARFARE
Dorothy Denning, one often-

cited expert, describes but does 
not define information warfare 
(IW): “Information warfare con-
sists of offensive and defensive 
operations against information 
resources of a ‘win-lose’ nature.” 
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Further, “Information warfare is 
about operations that target or 
exploit information resources.”2 
Nevertheless, several second-
ary and tertiary sources term 
her description “Denning’s 
Definition.”3 Other research-
ers assert that “Information 
warfare is combat operations in 
a high-tech battlefield environ-
ment in which both sides use 
information technology means, 
equipment, or systems in a 
rivalry over the power to obtain, 
control, and use information.”4

IW has several variants. 
Electronic warfare (EW), 
primarily a military term, is 
older than IW and dates back 
to World War II. Information 
operations (IO) is the more 
contemporary military nomen-
clature. EW and IO both are 
synonymous with IW. None of 

the three, however, are synony-
mous with cyber terror. IW, EW, 
and IO encompass the use of 
cryptography (cryptology and 
cryptanalysis), radar jamming, 
high-altitude aerial reconnais-
sance, electronic surveillance, 
electronically acquired intel-
ligence, and steganography. 
Cyber terrorists may use these 
same tools. The distinction, 
however, is not the techno-
logical tools employed but the 
context and target.

In 1991 during Operation 
Desert Storm, coalition forces 
used IW, EW, and IO through 
the clandestine introduction of 
viruses and logic bombs into 
Iraqi Republican Guard (IRG) 
command-and-control-center 
computers and peripherals, 
causing the disruption and 
alteration of the targeting and 

launching of Scud missiles.5 
Military combatants engaging 
one another on the battlefield 
constitutes IW, EO, and IO. At-
tacking the largely civilian criti-
cal infrastructure is not warfare, 
but terrorism—cyber terror. 
But, how does cyber terror dif-
fer from IW, EW, and IO?

CYBER TERROR
The term was coined in 

the 1980s by Barry Collin 
who discussed this dynamic 
of terrorism as transcendence 
from the physical to the virtual 
realm and “the intersection, 
the convergence of these two 
worlds....”6 The Center for 
Strategic and International Stud-
ies (CSIS) has defined it as “the 
use of computer network tools 
to shut down critical national 
infrastructures (e.g., energy, 
transportation, government op-
erations) or to coerce or intimi-
date a government or civilian 
population.”7 The author defines 
cyber terror as “the intimidation 
of civilian enterprise through 
the use of high technology to 
bring about political, religious, 
or ideological aims, actions that 
result in disabling or deleting 
critical infrastructure data or 
information.”

As an illustration in size, 
this article does not compare 
to the holdings of the Library 
of Congress. The loss of the 
former would be traumatic to 
the author, but would impact 
few other people. Loss of the 

“

”

Clearly, law  
enforcement agencies 

need to stay well  
informed about what 

the experts think.

Dr. Tafoya, a retired FBI special agent, is the coordinator of and a  
professor in the Information Protection and Security Program at the  
University of New Haven in Connecticut.
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latter, likely irreplaceable, 
would prove devastating if a 
cyber attack deleted those files. 
Of course, neither could com-
pare to the loss of one human 
life. But, if data or information 
from any of the nation’s critical 
infrastructure databases were 
attacked and destroyed, that 
certainly would impact quality 
of life.

One expert asserted that if 
people wanted to know how 
much to spend on information 
security, they should calculate 
the cost of replacing their hard 
drives and databases in the 
event they became intentionally 
wiped out—then, double that 
estimate.8 Recently, a graduate 
student observed that “Cyber 
terrorism is a critical threat to 
national security and public 
policy. The intelligence com-
munity (IC) is at a turning point 
because it is difficult to catch 
a criminal who establishes an 
identity in cyberspace. Further, 
[we are at] a critical point in 
[time] for public policy because 
the government will have to 
devise regulations of electronic 
data transfer for public, as well 
as private, information that can 
be identified and accessed via 
the Internet.”9

Although some experts 
assert that no credible evidence 
exists that terrorists have initi-
ated cyber attacks, groups, 
such as Hamas and Hezbollah, 
allegedly undertook such at-
tacks more than a decade ago.10 

“Lone wolves” have perpetrated 
more recent ones. The high-
est levels of government have 
emphasized the need to focus 
on this specter.11

What are the most vulner-
able targets of cyber terrorists? 
What constitutes the sig-
nificance of the targets and the 
magnitude of the threat? Does it 
matter what the threat is called? 
Does cyber terror constitute an 
element of computer crime?

so-called Internet Worm in 
1988.13 

Along the time continuum, 
this is where the line begins to 
blur between “conventional” 
computer crime and what the 
author refers to as cyber terror. 
This genus includes the Me-
lissa Virus (1999), ILOVEYOU 
Virus (2001), Code Red Worm 
(2002), Blaster Virus (2004), 
and Conficker Worm (2008). 
These attacks differ from extor-
tion, fraud, identify theft, and 
various scams, all of which cer-
tainly are malicious. However, 
acts of cyber terror as here de-
fined impact society—even the 
nation—not just an individual, 
elements of the business sector, 
or government agencies.

Space limitations do not al-
low for an incident-by-incident 
accounting of cyber terror epi-
sodes. One example is the case 
of U.S. v. Mitra. In 2003, Rajib 
K. Mitra undertook an ongo-
ing attack on a police emer-
gency radio system. Initially, 
authorities investigated Mitra’s 
cyber assaults as a violation of 
Wisconsin state law, but, ulti-
mately, deemed them attacks 
on the critical infrastructure. 
The case was prosecuted under 
federal law (Computer Fraud 
and Abuse Act). Mitra, a lone 
wolf, was tried and convicted 
on March 12, 2004, and later 
sentenced to 96 months im-
prisonment. Subsequently, his 
appeal failed. U.S. Seventh 
Circuit Court of Appeals judges 

”

…where do  
vulnerabilities  
lie, and what  

technological tools  
will terrorists  

use?

“
COMPUTER CRIME

More than a half century 
later, not even the most promi-
nent authorities have reached a 
consensus about what consti-
tutes computer crime. Accord-
ing to one of the pioneers of this 
genre, the earliest occurrence of 
such abuse occurred in 1958.12 
The first prosecution under 
federal law, the Computer Fraud 
and Abuse Act, Title 18, Sec-
tion 1030, U.S. Code, was of 
Robert Tappan Morris, Jr., then 
a graduate student of computer 
science, who unleashed the  
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ruled unanimously, noting that 
“it is impossible to fathom why 
any sane person would think 
that the penalty for crippling an 
emergency-communication sys-
tem on which lives may depend 
should [not] be higher than the 
penalty for hacking into a Web 
site to leave a rude message.”14

Clearly, law enforcement 
agencies need to stay well 
informed about what the ex-
perts think. Most contemporary 
professionals remain cautious. 
However, if people wait un-
til they have absolute proof 
positive, it may be too late. The 
cyber trends seem clear. Over 
the course of approximately 
13 years, both the number and 
frequency of instances of digital 
disorder have intensified, and 
the sophistication and diversity 
of types of cyber attacks have 
increased.

One high-profile special-
ist contended that “stories of 
terrorists controlling the power 
grid, or opening dams, or tak-
ing over the air traffic control 
network and colliding airplanes, 
are unrealistic scare stories.” He 
went on to invoke a cost-benefit 
ratio perspective: “We need 
to understand the actual risks. 
Here’s the critical question we 
need to answer: Just how likely 
is a terrorist attack, and how 
damaging is it likely to be?”15 
Another authority notes that 
“threats to the critical infra-
structure are becoming increas-
ingly frequent” and goes on to 

say, “Cyber attacks are one of 
the greatest threats to interna-
tional peace and security in the 
21st Century.”16 Where there is 
smoke, is fire not obviously far 
behind? And, what about the 
future? What technological in-
novations will impact the ability 
to serve and protect in the near-
term future?

supervisory control and data 
acquisition (SCADA) systems. 
Closely related are digital 
control systems (DCS) and 
programmable logic controllers 
(PLC). SCADA systems are 
more ubiquitous than personal 
computers and laptops com-
bined. Without onsite human 
intervention, they automatically 
and remotely collect data from 
sensors in devices used for in-
dustrial processing. They store 
information in databases for 
subsequent central-site manage-
ment and processing. 

SCADA systems have exist-
ed since the 1960s. In the early 
days, they were stand-alone, 
and few were networked. Today, 
virtually all are accessed via the 
Internet. This may be great as 
a cost-cutting measure, but not 
from an information security 
perspective. Quietly and with-
out fanfare, SCADA systems 
have proliferated rapidly—for 
starters, in the electric, oil, and 
gas; water treatment; waste 
management; and maritime, air, 
railroad, and automobile traf-
fic control industries. SCADA 
systems also are embedded 
in “telephone and cell phone 
networks, including 911 emer-
gency services.”18

These obscure little drone-
like computer systems have 
virtually no security, firewalls, 
routers, or antivirus software to 
protect them. They are spread 
far and wide across the na-
tion, even in some of the most 

TOMORROW’S  
CHALLENGES

Concerning the use of the 
term cyber terror, do experts re-
semble the proverbial blind men 
who feel different parts of the 
same elephant? On the near-term 
horizon, technological wonders 
will arise of which the unscru-
pulous will avail themselves, 
just as others before them have 
done.17 But, where do vulnera-
bilities lie, and what technologi-
cal tools will terrorists use?

SCADA Systems
Not the only concern, but 

certainly a major worry, are 

l
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remote places imaginable.19 One 
anonymous hacker interviewed 
for a television program said, 
“SCADA is a standard approach 
toward control systems that 
pervades everything from water 
supply to fuel lines.” He goes 
on to describe that the systems 
run operating systems that make 
them vulnerable.20

Ominous Threats
Electromagnetic pulse 

(EMP) bombs and high-energy 
radio frequency (HERF) weap-
ons differ from the malicious 
codes, computer viruses, and 
worms of yesteryear. While the 
latter remain worrisome, EMP 
and HERF are serious menacing 
perils of the near-term techno-
logical age. EMP devices are 
compact, and perpetrators can 
use them to overload computer 
circuitry. These devices can de-
stroy a computer’s motherboard 
and permanently, irretrievably 
erase data in memory storage 
devices.21 Like EMPs, HERF 
devices use electromagnetic 
radiation.22 They, too, deliver 
heat, mechanical, or electrical 
energy to a target. The differ-
ence is that individuals can fo-
cus HERF devices on a specific 
target using a parabolic reflec-
tor.23 HERF, as asserted, does 
not cause permanent damage—
EMP does.24 An array of dem-
onstrations of the power of such 
homemade devices is depicted 
at several Web sources, such as 
YouTube.

Bots
Two decades ago, an expert 

warned about Internet agents, 
including bots (robots), Web 
crawlers, Web spiders, and Web 
scutters, software apps that 
traverse the Internet while un-
dertaking repetitive tasks, such 

IMPLICATIONS FOR  
LAW ENFORCEMENT

Federal agencies respon-
sible for investigating terrorism, 
including cyber terror, must 
remain vigilant. This includes 
ensuring adequate funding for 
staffing, equipment, and train-
ing. But, beyond that, local 
law enforcement officers must 
encourage citizens to be alert 
and to report suspicious behav-
ior. Many local law enforcement 
agencies have had useful re-
sources, such as citizens’ police 
academies, for decades. These 
programs can educate taxpay-
ers about activity in the physical 
realm that should be reported. 
However, what about tran-
scendence to the virtual realm? 
Since 1996, the FBI’s InfraGard 
Program, an information sharing 
and analysis effort, has focused 
on marshaling the talents of 
members of America’s infor-
mation security (INFOSEC) 
community.26 However, what of 
“main street USA”?

See Something, Say Some-
thing is a terrific crime preven-
tion slogan promoted in New 
York City.27 It seems to have res-
onated recently in Times Square 
when an observant man, a street 
vendor and Vietnam veteran, 
alerted the New York Police 
Department to the SUV used in 
what turned out to be, fortunate-
ly, a failed Taliban-sponsored 
car-bombing attempt.28 Any such 
program should be augmented 
to provide to its participants 

”

…law enforcement 
agencies should be 

prepared to deal  
with the aftermath  
of hard-to-forecast,  

but not regularly  
reoccurring, cyber  

attacks on the nation’s 
critical infrastructure.

“

as retrieving linked pages, 
specified words or phrases, or 
e-mail addresses.25 Although 
bots have served benign 
functions—for example, har-
vesting e-mail addresses—for 
many years, they now loom 
large as a near-term future 
IC and policing issue. More 
recent research supports this 
contention. Given these fore-
casts, the question is not what 
might happen tomorrow, but, 
rather, how well-prepared law 
enforcement will be to protect 
and serve.
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examples of behavior in the 
business community, including 
those in a work environment, 
that could alert authorities to 
precursors of potential cyber 
misdeeds. Just as someone does 
not need specialized education 
to recognize threats in real life, 
anyone can recognize these 
digital threats. One authority 
notes that “an example of suspi-
cious behavior might be a bit of 
malicious program attempting 
to install itself from opening an 
office document.” To reduce the 
threat, employees could add a 
“‘behavior’ layer to [antivirus 
products].”29 Of course, this 
suggestion could unnerve many 
civil liberty-oriented watchdog 
organizations; there is no reason 
not to include such agencies in 
the discussion, planning, and 
implementation of the augmen-
tation here proposed. What, 
then, is the bottom line?

NECESSARY  
PREPARATIONS 

Earthquakes, hurricanes, 
tsunamis, tornadoes, volcanoes, 
toxic spills, forest fires, and 
shark attacks do not occur with 
great frequency. Precautions, 
nevertheless, are in place to 
protect people from the physi-
cal threats posed when these 
natural but seldom-occurring 
violent events occur. Although 
they cannot be forecast with 
great accuracy, we are prepared 
for them. Similarly, law 
enforcement agencies should 

be prepared to deal with the 
aftermath of hard-to-forecast, 
but not regularly reoccurring, 
cyber attacks on the nation’s 
critical infrastructure.

Criminals are menacing 
our cyber shores, preparing 
to launch a large-scale attack. 
What is clear is that it will 
happen. What is not obvious is 
by whom or when. Respected 

fortifications as they endeavor 
to identify vulnerabilities. 
Daily crackers and terrorists are 
skulking, battering firewalls, 
and learning more each time 
they do so. Clearly, prepara-
tions to thwart such attacks are 
necessary.

CONCLUSION
The skills, tools, and tech-

niques are the same, but infor-
mation warfare is conducted 
between military combatants; 
cyber terrorism targets civilians. 
Cyber terrorists indiscriminately 
will attack the nation’s critical 
infrastructure and civilians—the 
innocent. Thus, the context and 
targets, not the technological 
tools or frequency of attacks, 
are the more appropriate de-
limiters that distinguish cyber 
terror from information warfare.

Some of these criminals are 
being caught and prosecuted, 
but more remain undetected. To 
best serve its motto, “to protect 
and serve,” law enforcement 
must proactively guard this 
country’s national security on 
every front.
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Crimes Against Children Spotlight

FBI research revealed that 74 percent of chil-
dren abducted and murdered were killed 

within the first 3 hours of their disappearance. To 
aid local law enforcement and FBI investigators 
in child abduction investigations, the FBI created 
the Child Abduction Rapid Deployment (CARD) 
team in 2006. Since its inception, CARD has pro-
vided field offices with the resource of additional 
investigators with specialized experience in child 
abduction matters. As of September 2011, the 
CARD team has assisted in the investigation of 69 
child abduction cases involving 77 children. Of the 
77 children, 31 were recovered alive; 11 remain 
missing. CARD statistics also indicated that in 

70 percent of these cases, the child was abducted 
by an individual with a known relationship to the 
child. In contrast, 10 percent of abductors were 
registered sex offenders.

A total of 60 CARD team members are divided 
into 10 separate groups, 2 within each region of the 
United States, representing the Northeast, South-
east, North Central, South Central, and Western 
parts of the country. Regionally, CARD provides 
rapid, on-site response, including investigative, 
technical, and resource assistance, during the most 
critical time period following a child abduction.

CARD has the unique experience of having in-
vestigated many child abduction cases, whereas a 

Child Abduction Rapid  
Deployment (CARD) Team
By Ashli-Jade Douglas

“One missing child is too many. At the FBI, saving lives, protecting the innocent, and 
hunting down those who prey upon them is at the heart of what we do…. Protecting 
our children is one priority where our commitment is stronger than ever.”

                —FBI Director Robert S. Mueller, III © shutterstock.com
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Ms. Douglas, an intelligence analyst with the FBI’s Criminal 
Investigative Division, prepared this Crimes Against  
Children Spotlight. 

majority of seasoned investigators have not had the 
opportunity to do so. This institutional knowledge 
enables CARD team members to bring valuable 
insight and expertise to these time-sensitive in-
vestigations. When the life of a child is in possible 
danger, people want highly qualified investigators 
as every minute counts when a child is reported 
missing.

Case Examples
•  In 2011, CARD assisted in a child abduc-

tion investigation in Colorado City, Texas, 
by providing several investigative strategies, 
including the establishment of the Missing/
Abducted Child Excel (MACE) application. 
MACE helped track the completion of the 
neighborhood canvass; identify suspects; run 
multiple timelines on the victim, witnesses, 
and suspects to identify discrepancies and any 
window of opportunity; and monitor evidence 
collected during the investigation.1

•  In 2010, the CARD team responded to a child 
abduction investigation in Greeley, Colorado. 
CARD employed strategies throughout the 
investigation, including a neighborhood can-
vass, interviews of registered sex offenders, 
and victimology.

•  In 2009, the CARD team provided assistance 
in a child abduction case in South Carolina. 
CARD helped to structure the command 
post, refine lead tracking, coordinate with the 
Behavioral Analysis Unit 3 (BAU-3) regard-
ing possible abductors, formulate a strategy 
to locate the abductor, and guide the search 
and recovery teams. As a result, the child was 
recovered.

•  During an abduction in Nashville, Tennessee, 
in 2009, the CARD team and BAU-3 advised 
the execution of basic missing child tech-
niques, such as conducting a neighborhood 
canvass, reviewing surveillance videos, and 
focusing media strategies. As a result, the  

suspect and victim were located. The victim 
was recovered alive, and the suspect was  
arrested.2

•  A child abduction case in Dickinson, Texas, 
involved an 8-year-old victim who was 
brutally abducted and raped, had her throat 
slit by the subject, and was left for dead. In 
2008, 18 years later, an FBI agent presented 
this case at a CARD conference where team 
members recommended that agents use new 
technologies and reanalyze the DNA evi-
dence. As a result, agents identified and  
arrested the subject.3

•  During a 2007 child abduction case in North 
Carolina, the CARD team advised the case 
agent that the victim likely was deceased and 
hidden somewhere in the individual’s resi-
dence. The following day, the victim—dead 
for several weeks—was found in the attic.

Additional Resources
The Cellular Analysis Survey Team (CAST) 

members also deploy with CARD team members 
to provide their expertise by exploiting telephone 
data and performing cellular tracking. They  
have proven invaluable to child abduction  
investigations.

In addition, representatives from BAU-3 de-
ploy with CARD. These investigators specialize 
in victimology, offender typology, and criminal 
psychology.

Endnotes
1 Special Agent Michael Conrad, e-mail correspondence to 

author, September 20, 2010.
2 Based on FBI investigation.
3 Special Agent Leonard Johns, e-mail correspondence,  

April 27, 2011.
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I magine several majors and captains pooling 
their resources to begin a commercial fishing 
venture. They buy a fleet of boats, hire well-

trained casters, and purchase a beautiful 600-acre 
lake. Then, they strategize how to catch the most 
fish and make their business profitable. Experi-
enced fishermen know that the fish do not distrib-
ute themselves evenly throughout the water, and, 
thus, the crew does not disperse the boats evenly 
throughout the lake. They will use technology or, 
simply, knowledge of the lake to determine where 
to drop their lines and nets. Dispersing the boats 
randomly would be ludicrous and would invite 
financial disaster on the commercial venture.

Ironically, the strategies that fishermen know 
would fail in the fishing business mirror those 
employed by some administrators who deploy 
patrol officers. They expect their officers to catch 
criminals with only occasional results. If fisher-
men fished like such officers patrol, they would 
catch no haul; but, if officers patrolled like fisher-
men fish, criminals would go to jail, and crime 
would decrease. You simply fish where the fish 
live, and you patrol where crimes occur.

BACKGROUND
“You’re poaching!” I first heard those words  

in 1981 during my field training at the St. Louis, 

Police Practice

Incorporating Hot-Spots Policing 
into Your Daily Patrol Plan
By Gary Hoelzer and Jim Gorman
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Missouri, Police Department from other officers 
who accused me and my field training officer of 
initiating car stops, pedestrian checks, and arrests 
in their jurisdictions. My field training officer and 
I were guilty as charged, for we routinely ven-
tured several miles away from our assigned loca-
tion (a mostly residential area) to patrol a major 
retail and entertainment strip. As we began the 
midnight watch, the residents in our jurisdiction 
turned out the lights; but, in the neighborhoods to 
our north, the action was just 
getting started. My training  
officer realized that other 
areas needed our additional 
presence. Other officers re-
mained territorial about their 
assignments, but the super-
visors appreciated our addi-
tional presence in that lively 
section of the precinct.

Like my training officer, 
in the mid- to late-1980s, 
criminologists noticed that 
crime and disorder generally 
occur in clusters, rather than 
an evenly spread-out man-
ner, throughout geographi-
cal jurisdictions. Experts, with the assistance of  
Minneapolis police and city officials, conducted an 
influential study on the clusters of crime and dis-
order. In that city, only 3 percent of the addresses 
produced 50 percent of the reported crime.1 When 
the police department merely transferred officers 
out of low-crime areas and into those identified 
as “hot spots,” both crime and disorder decreased. 
These eye-opening results spawned additional fed-
erally funded studies.

Spurred by the success in Minneapolis, the 
National Institute of Justice conducted the Kansas 
City Gun Experiment and the Indianapolis Directed 
Patrol Project. These experiments took the Minne-
apolis approach even further by instructing officers 

to employ specific strategies as they patrolled the 
hot spots, or “dots.” By targeting specific crimes in 
the hot spots, violent crime dropped dramatically 
while community perception of the police and of 
the safety of their neighborhoods increased.2

By the 21st century, it became clear that inci-
dent-based officer deployment more effectively re-
duces crime and disorder than distributing officers 
in general geographic areas. A National Academy 
of Sciences panel concluded:

“(S)tudies that focused po-
lice resources on crime hot 
spots provide the strongest 
collective evidence of police 
effectiveness that is now 
available. On the basis of a 
series of randomized experi-
mental studies, we conclude 
that the practice described as 
hot-spots policing is effec-
tive in reducing crime and 
disorder and can achieve 
these reductions without 
significant displacement of 
crime control benefits. In-
deed, the research evidence 
suggests that the diffusion 

of crime control benefits to areas surrounding 
treated hot spots is stronger than any displace-
ment outcome.”3

FROM GEOGRAPHIC BOUNDARIES TO 
COPS ON THE DOTS

When large departments with sufficient sup-
port personnel identify a hot spot, they typically 
assign special squads of officers to cover them. 
An agency might call such a squad a community 
action team (CAT), neighborhood enforcement 
team (NET), mobile reserve, or tactical operations. 
As large departments can handle high demand for 
service, these teams are deployed to a location for 
a specified period of time and then move to another 

“

”

By targeting specific 
crimes in the hot  

spots, violent crime 
dropped dramatically 

while community  
perception of the  

police and of the safety 
of their neighborhoods  

increased.
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hot spot. While such teams are effective when they 
cover a particular area, they seldom remain a per-
manent fixture in any location; thus, the ultimate 
responsibility for a hot spot, even in a large agency, 
falls to the patrol officer assigned to that area.

The vast majority of law enforcement agencies 
in the United States employ less than 50 officers 
and do not have the resources to form action teams 
to address hot spots. They assign officers to geo-
graphical locations to conduct field investigations, 
traffic enforcement, calls for service, and other 
services expected of uniformed patrol. For a typi-
cal agency to address hot spots, it needs to develop 
deployment plans that minimize geographical 
boundaries, maximize incident-based deployment, 
and maintain general patrol services. In other 
words, put the “cops on the dots.”4

To implement hot-spots policing, agencies first 
must analyze where crime and disorder clusters in 

their jurisdictions. Small jurisdictions can chart 
this effectively with a pin map, but larger agencies 
need computerized crime mapping. When depart-
ments identify a specific problem in a particular 
geographical area, they highlight it as a “common 
patrol area,” or CPA. To execute CPA deployment, 
agencies should⎯
•  determine geographical hot spots for crime 

and disorder; 
•  designate the sectors responsible for patrol; 
•  develop strategies at the operational level to 

address the crime or disorder problem; 
•  analyze the issue for community input and 

involvement;
•  determine if the CPA will be a permanent 

designation due to an at-risk location (e.g., 
retail centers) or temporary due to an ongoing 
crime spree;

Figure 1. Common patrol areas circled Figure 2. Cool zone vs. hot spotsg p
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rather than geographic boundaries. Our latest 
crime maps illustrate that most dots appear in the 
southwest or northeast portions of the east patrol; 
thus, PUSH officers concentrate in those areas.

The PUSH program functions like a fictitious 
war room in World War II movies. In these scenes, 
military personnel huddle around a large table 
with long poles in their hands, constantly pushing 
small shapes around on a map to symbolize mov-
ing manpower and resources. As commanders re-
ceive intelligence from the field, they move assets 
accordingly. This fluid approach capitalizes on all 
available manpower to saturate a hot spot.

Tactics and Strategies
Targeting the most frequent crimes in a hot 

spot proves much more effective than merely 
sending more officers to a problem area.5 To 

Figure 3. P.U.S.H. deployment plan•  direct routine patrols to the CPA without 
requiring permission to cross geographical 
sector boundaries; and

•  track the numbers of patrols and outcomes.
Once a department identifies a CPA, the adjoin-

ing sectors share responsibility for the area, which 
adds supervisor patrols and support units. This 
system more than triples the number of patrols in 
CPAs, but maintains reasonably quick response 
times in low-incidence locations.

OUR EXPERIENCE
Located in the heart of the St. Louis metropoli-

tan area, the Town and Country Police Department 
(TCPD) transitioned from traditional geography-
based to incident-based patrol deployment using 
CPAs. The department still assigns patrol officers 
to geographical sectors, but CPAs make an offi-
cer’s boundaries more fluid. With incident-based 
deployment, TCPD integrates the intuition and 
knowledge of experienced patrol officers, like my 
field training officer, into formal organizational 
plans.

Early in 2010, TCPD further reduced the em-
phasis on geographical assignments with the Po-
sitioning Units Strategically in Hot Spots (PUSH) 
program. The program was developed to build on 
the CPA concept in one particular location, an 11-
square-mile city in the St. Louis suburbs. Three 
sectors (with one officer to patrol each) comprised 
the jurisdiction, but it was mostly a “cool zone” 
that experienced little criminal activity.

With PUSH, we consolidated the three sec-
tors into an east patrol and a west patrol and then 
assigned one officer to each. This leaves the third 
officer unassigned to any one geographical area so 
that supervisors can “PUSH” this officer to a loca-
tion when a problem emerges.

The PUSH plan focuses on clusters of incidents 
(the dots) as the primary basis for deployment, 
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supplement the increased patrols, supervisors must 
develop specific strategies for the CPAs based on 
the area’s most frequent crimes. We analyze crime 
data by location and time of day, and as soon as 
we observe a pattern, we tailor our approach to 
that CPA. This system allocates resources more 
effectively as we equip officers with the appropri-
ate technology and training to address the specific 
incidents that occur in those areas.

For example, at TCPD, we designate all malls 
and shopping centers as CPAs due to the increase 
in organized retail theft; therefore, officers target 
this crime when they patrol these areas. Officers 
partner with store security, issue “no trespass” 
warnings to identified thieves, install license-
plate-recognition technology, conduct foot patrols,  
and target repeat offenders; they also have de-
veloped a business watch network. These tactics 

specifically target organized retail theft and, thus, 
reduce crime in malls and shopping centers.

Similarly, in 2009, our department noticed 
increasing reports of “car hopping,” or walk-by 
thefts of items from parked vehicles. We tailored 
our patrol in those areas where our crime analysis 
revealed that car hopping occurred frequently. 
In one such area, an arterial roadway running 
through the center of Town and Country, residents 
reported thefts from vehicles, garages, and homes 
in the overnight hours. Shortly after we identified 
the common patrol area, a sergeant patrolling 
along the roadway around 3:00 a.m. observed a 
vehicle that resembled one of those sighted in 
previous thefts. The officer stopped the car in a 
residential area and identified three occupants 
who had, in fact, been arrested approximately 1 
year earlier for other burglaries and thefts from 
vehicles. After he apprehended the driver for driv-
ing with a suspended license, the officer commu-
nicated the intelligence to our detectives. They, in 
turn, investigated the suspects’ involvement in the 
related crimes.

Even further, CPA and crime-targeted pa-
trols grant officers the opportunity to use their 
own ideas, expertise, and experience to develop 
strategies for different areas. The approaches that 
officers can apply to a CPA are as extensive as 
their imaginations, including all of the tools that 
community policing and problem solving bring to 
the “war-room table.”

Data-Driven Approaches  
to Crime and Traffic Safety

Incident-based deployment relates not only 
to criminal activity but also to important public  
safety issues, such as traffic crashes. When we 
include traffic incidents on the crime map of 
Town and Country, the number of dots explodes 
[see Figure 4]. Six miles of interstate highway run 
through the city, and this hot spot of crash activity 

Figure 4. Crime and traffic crash activity
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“

”

This system  
allocates resources 
more effectively…to 
address the specific 
incidents that occur 

in those areas.

costs millions of dollars and several hundred inju-
ries annually. When we discovered these results, 
we realized the need for a unit for interstate 
traffic enforcement and crash reduction. Simply 
by including crash data in our incident-based 
deployment analysis, we identified a dangerous 
public safety issue and took steps to remedy the 
problem.

The National Highway Traffic Safety Admin-
istration studies these issues all around the country 
through the Data-Driven 
Approaches to Crime and 
Traffic Safety (DDACTS) 
program. Because crimes of-
ten involve motor vehicles, 
and highly visible traffic en-
forcement deters crime, the 
program integrates location-
based crime and traffic crash 
data. DDACTS then studies 
this data and employs geo-
mapping to identify areas 
with high rates of crime 
and crashes. This approach 
closely mirrors incident-
based deployment, and it provides an effective 
strategy to both fight crime and reduce traffic ac-
cidents and violations.6

CONCLUSION
These economic times challenge law enforce-

ment agencies to accomplish more with fewer re-
sources. To respond to this conundrum, at the Town 
and Country Police Department, we embrace the 
philosophy of incident-based deployment, or hot-
spots policing. We reduced the number of officers 
unoccupied during their patrol by deemphasizing 
geographical assignments or consolidating them 
and using the extra officers to patrol hot spots, 
allowing us to maximize limited resources and 
control crime. These deployment plans also wed 

policy with practice by capitalizing on the latest 
academic research on situational crime preven-
tion. Hot-spots policing, like our PUSH program, 
efficiently allocates an agency’s resources to those 
that need them most, whether the agency employs 
5 officers or 5,000.
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Violence that occurs in 
public schools is not 
new. Nothing chills the 

heart and soul of parents and 
other members of the public 
as much as an unprovoked, 
violent attack against school 
children. Unfortunately, the 
number of these crimes has 
grown in schools across the na-
tion because public education 
mirrors society as a whole. The 
students of today differ from 
those of a half century ago, 

and schools paired with violent 
neighborhoods and unsafe com-
munities present even greater 
danger.

To keep schools safe, educa-
tors have instituted more ag-
gressive security measures and 
demanded a greater presence 
of municipal and county law 
enforcement on campuses. As 
a result, state and local govern-
ments have passed legislation to 
create new campus law enforce-
ment agencies. As the nation’s 

fear of violence in public 
schools increases, the pressure 
placed on police agencies to 
protect the educational environ-
ment increases as well.

Indeed, an armed intruder 
presents the gravest threat to the 
school population, and campus 
police officers train rigorously 
for active-shooter scenarios. 
Unfortunately, safety threats are 
not confined to violent intruders 
on campus. In fact, the active-
shooter threat occurs even more 

Policing in  
Public Schools
Beyond the Active Shooter 
By GARY D. RUDICK © Thinkstock.com
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rarely when compared with 
the consistent risks to students, 
faculty, and staff. Crimes, like 
physical assault, possession of 
weapons or drugs, and theft, 
occur much more frequently 
than armed intrusions, yet the 
public and most of law enforce-
ment remain largely unaware 
of these incidents. Additionally, 
officers may have to deal with 
difficult situations that involve 
students with special needs, 
youngsters living in poverty, 
irate parents, disgruntled facul-
ty, and principals dealing with 
the pressure to meet certain 
levels of achievement, at times 
at the expense of their school’s 
safety.

The situations described 
above pertain exclusively to 
educational environments, and 
most law enforcement officers 
are not trained to handle them. 
Therefore, campus police of-
ficers must receive targeted 
training to learn how to re-
spond to all of these scenarios. 
A training curriculum confined 
to the armed intruder threat will 
prove insufficient for a campus 
police department. To increase 
law enforcement’s effective-
ness in schools, agencies must 
prepare officers for all aspects 
of public school policing.

Law enforcement adminis-
trators should ask themselves, 
What sort of instruction in ad-
dition to active shooter training 
will benefit police personnel 

in public schools? Are certain 
policing techniques truly unique 
to an educational setting? Will 
street officers’ training prepare 
them to serve in an educational 
setting and protect the school in 
different scenarios? As a chief 
of police for a public school 
police agency, the author offers 
suggestions based on his own 
experiences to tailor training 
for law enforcement within an 
educational setting.

STUDENTS WITH  
SPECIAL NEEDS

Individuals with Disabilities 
Education Act 

A 17-year-old male student 
who has the mental capacity 
of a 6 year old rapes another 
mentally challenged male stu-
dent who is deaf and mute. The 
school administrators attempt to 

interview the suspect and wit-
nesses to determine if a crime 
has been committed. Because 
of the serious handicaps of the 
students involved, adminis-
trators consider the situation 
an internal matter and do not 
contact law enforcement to 
conduct a criminal investiga-
tion. The suspect’s parents 
remove him from the school 
and place him in a mental 
institution. By the time ad-
ministrators call the police a 
day later, forensic evidence 
has been compromised, and 
potential witnesses are con-
sidered unreliable. The inves-
tigation has been weakened so 
badly that the officers cannot 
file criminal charges.

Many school administra-
tors hesitate to report crimes 
committed by students with 
disabilities. They assume that 

“

”Chief Rudick serves with the Tulsa, Oklahoma, Public Schools Campus Police.

As the nation’s  
fear of violence in  

public schools increases, 
the pressure placed  

on police agencies to 
protect the educational 
environment increases  

as well.



18 / FBI Law Enforcement Bulletin

an incident involving a student 
in a special education program 
requires a different course of 
action than one involving the 
average student. Indubitably, 
crimes that manifest from a 
diagnosed disability present 
significant complications for 
investigators. To learn more 
about these situations, police of-
ficers who work within schools 
should familiarize themselves 
with the Individuals with Dis-
abilities Education Act (IDEA). 
The federal law states that, 
“Educators are not exempt from 
reporting criminal conduct by 
a child with a disability to the 
appropriate authorities. Noth-
ing in this subchapter shall be 
construed to prohibit an agency 
from reporting a crime commit-
ted by a child with a disability 
to appropriate authorities or to 
prevent state law enforcement 
and judicial authorities from 
exercising their responsibilities 
with regard to the application of 
federal and state law to crimes 
committed by a child with a 
disability.”1

Many school and law en-
forcement officials misinterpret 
the regulations presented in 
IDEA. In some cases, school of-
ficials have prevented police of-
ficers from handcuffing special 
education students under arrest. 
In other instances, school em-
ployees have abandoned their 
own responsibilities to restrain 
students, or police officers have 
used an inappropriate type or 

level of force. How will officers 
know how to act in these situa-
tions when even education pro-
fessionals do not always know 
the proper protocol? Instruct-
ing officers about how IDEA 
applies to their work will help 
them respond to these sensitive 
situations safely, appropriately, 
and legally.

Language of Special  
Education 

A student becomes unruly 
in class to the point that the 
teacher fears the boy will harm 
someone. The teacher physical-
ly forces the child to sit down, 
and a struggle ensues. The 
student’s Individual Education 
Plan (IEP) states clearly that 
a teacher can touch the child 
using only a certain technique 
that requires specific training. 
When the child’s mother learns 
of the incident, she demands a 

formal police report, claiming 
the teacher’s physical contact 
violated the IEP. She wants to 
file criminal assault and battery 
charges against the teacher. 

Law enforcement adminis-
trators should ask their officers 
certain questions to ensure they 
understand the regulations they 
must follow. These questions 
should include, Do you know 
what an IEP is? Can you ex-
plain why officers need train-
ing regarding special restraint 
techniques? Can school of-
ficers view confidential docu-
ments about special education 
students? Do federal require-
ments for reporting mechanical 
restraints include handcuffs? 
These topics all relate to cam-
pus law enforcement, yet most 
campus police agencies do not 
include them in training.

Today, federal laws have 
begun to require that every 
school employee, including 
security personnel and campus 
police, receive training to learn 
how to appropriately restrain 
special education students 
when necessary. If personnel 
fail to complete or document 
this specialized training, it can 
result in serious civil penal-
ties for schools and individual 
employees. Officers working in 
schools should be well versed 
in the nuances and regulations 
of IDEA as courts may apply 
criminal statutes differently to 
cases involving special educa-
tion students.

”

Officers…in schools 
should be well versed  

in the nuances and  
regulations of IDEA  
as courts may apply 

criminal statutes  
differently to cases  
involving special  

education students.

“
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Additionally, officers benefit 
from learning about the stu-
dents with special needs in their 
school so that they know how 
to interact and communicate 
with each of them. An IEP can 
help officers gather this criti-
cal information. This document 
details the preferred methods of 
instruction and discipline for a 
special needs child. This can be 
as simple as “John needs addi-
tional time to complete exams” 
or as serious as “Susan requires 
a personal aid throughout the 
day.” This information helps 
officers and faculty avoid using 
unnecessary force against these 
students and encourages alter-
native methods to calm them 
during violent episodes. 

Traditional tactics of force-
ful restraint, including hand-
cuffing techniques and physical 
restraints, may not prove effec-
tive when dealing with special 
needs students. School police 
officers should receive training 
to learn about topics, such as 
legal access to student records, 
release-of-information laws, 
and the acceptable methods of 
physically handling students. 

EFFECTS OF  
GENERATIONAL  
POVERTY

A middle school student 
disrupts a class, curses at his 
teacher, and, later, starts a fight 
with another student. When he 
arrives at police headquarters, 

he is angry and confrontational. 
After a period of time, he calms 
down and confesses that last 
night, his older brother was 
shot while standing in the front 
door of their home. The student 
jumped out of his bedroom 
window and ran away from the 
house to escape the gunfire, 
but he had no place to go for 
protection. He admits that this 
event caused him to feel angry 
all day at school. He then asks 
for something to eat as he has 
not eaten anything since lunch 
the previous day.

As human beings, officers 
bring their own personal experi-
ences and values to the job and, 
thus, may have preconceived 
notions concerning academic 
performance and behavior in the 
educational environment. How-
ever, students raised in different 
socioeconomic circumstances, 
especially in generational pov-
erty, might maintain a different 
perspective. Common views on 

education, money, and, even, 
humor may differ between the 
economic classes and cause 
misunderstandings.

Becoming more cognizant 
of how a student’s socioeco-
nomic background impacts 
their behavior may help of-
ficers increase understanding, 
improve communication, and 
reduce conflict. As one excel-
lent resource, school police of-
ficers can reference the book A 
Framework for Understanding 
Poverty for insights on this top-
ic. Police officers could benefit 
from applying the principles of 
this book to their own relation-
ships with people in poverty, 
particularly students.2

PRINCIPAL’S  
PERSPECTIVE

A school police officer once 
reported, “I don’t understand. 
The kids are walking the halls, 
won’t go to class, and won’t 
obey any instructions. They let 
the kids get away with all sorts 
of bad behavior and then won-
der why things get out of hand 
and fights start. What is wrong 
with this principal that he won’t 
make an example of these kids? 
If they are not here to learn, 
kick them all out of school!”

Police officers do not 
experience the same pressures 
placed on school administrators 
who need to achieve adequate 
annual yearly progress or meet 
the federal mandates of No 

© Thinkstock.com
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Child Left Behind. The law re-
quires that schools lead students 
to earn certain scores in math, 
reading, science, social stud-
ies, and attendance each year. 
Failing to reach these standards 
can cost a school its funding 
and principals or superinten-
dents their jobs. Principals must 
achieve success in these critical 
areas while dealing with other 
stressors, such as special edu-
cation, student testing, athletic 
excellence, and union contract 
negotiations.3

The above scenario de-
scribed an officer’s actual expe-
rience in a school that failed to 
improve test scores enough to 
satisfy federal and state require-
ments, largely because too few 
students attended the tests. As 
a result, school administrators 
ignored unacceptable behavior 
just to keep enough students 
in the building. If the school 
suspended students for behavior 
violations, too few would be 
able to take the exams, and the 
school would not achieve the 
necessary improvements. While 
the officer felt frustrated at how 
this policy negatively impacted 
the school’s safety, it, nonethe-
less, helped the school reach its 
mandated progress and come 
off of the “needs improvement” 
list.

Officers could benefit from 
training sessions that focus 
on the administrative expec-
tations placed on principals. 

Such knowledge would reduce 
misunderstandings between 
campus police and education 
officials. Also, this training 
may facilitate ideas for han-
dling students in ways that 
satisfy both the officer’s desire 
to keep the school safe and 
the principal’s need to achieve 
certain education goals.

officer determines the boy com-
mitted no crime and makes no 
arrest. The teacher files a formal 
complaint that alleges the offi-
cer refused to perform his duty. 
She tells others that the police 
do not care about the safety of 
the faculty.

To prevent such misunder-
standings, training sessions 
should create shared opportuni-
ties for officers and educators 
to learn about certain topics 
together. This facilitates mutual 
understanding of each profes-
sion’s respective duties within 
the school environment.

 In 2009 and 2010, the 
Oklahoma Council on Law 
Enforcement Education and 
Training sponsored events in 
Tulsa and Oklahoma City that 
embraced this unique training 
philosophy. The topics were 
presented in 1-hour blocks dur-
ing which educators (superin-
tendents, principals, counselors, 
and teachers) and police officers 
(from municipal, county, state, 
and campus police departments 
at both the college and second-
ary levels) came together for 
professional instruction on im-
portant issues. Topics included 
criminal laws specific to schools 
and juvenile violators, media 
relations, creation of safe school 
environments, special educa-
tion students, and public release 
of information involving stu-
dents. The attendees could ask 
questions and receive feedback 

TEACHER FACTOR
A police officer receives a 

call to arrest a student for as-
sault and battery. The involved 
teacher physically had blocked 
the door to prevent the student 
from leaving the classroom, but 
the boy shoved past her. The 
officer determines the student 
had no criminal intent to harm 
and only exited the room out of 
frustration and to prevent con-
flicts with other students from 
escalating. With no intent, the 

”

To understand  
how to police this 

unique environment,  
law enforcement  

personnel need to  
receive training  

to sensitize them  
to the needs of the  
students, faculty,  

and staff.

“



from both law enforcement and 
education perspectives. Both 
groups came away with a better 
understanding of each other’s 
duties, responsibilities, miscon-
ceptions, and concerns.

CONCLUSION
Policing in an educational 

setting truly is a unique re-
sponsibility. It presents special 
challenges because the school 
environment differs so greatly 
from the jurisdictions of most 
other law enforcement agencies. 
To understand how to police 
this unique environment, law 
enforcement personnel need 

to receive training to sensitize 
them to the needs of the stu-
dents, faculty, and staff.

Former First Lady Laura 
Bush said, “Children can’t 
learn if they’re worried about 
their safety.”4 Obviously, 
school police officers must be 
prepared to protect their school 
from violent crimes and armed 
intruders. But, their training 
must expand beyond the active-
shooter scenario. If campus 
police departments intend to 
make schools a safer and more 
secure environment for learn-
ing, they must prepare their 
officers. This will demonstrate 

law enforcement’s commitment 
to serve the most vulnerable of 
citizens—children.
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Leadership Spotlight

Special Agent Gregory M. Milonovich, an instructor  
in Faculty Affairs and Development at the FBI  
Academy, prepared this Leadership Spotlight.
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Learning from Failure

F ailure is part of the learning process. 
It occurs everywhere and at any time. 
It shapes our experiences: who we 

are, how we lead, and what our organizations 
ultimately become. Failure can occur in our 
professional and personal lives, but it is how 
we deal with and transcend it that really counts. 
For most of us, dealing with failure is an un-
comfortable and unnatural behavior. Typically, 
many of us would like to run away when it oc-
curs and for things to return to the status quo 
as soon as possible. But, allowing our leaders, 
managers, and employees to quickly forgive 
and forget may lead to major consequences in 
the future. If we do not work to improve upon 
failure, it inevitably will occur a second time.

Examining what went wrong is critical to 
the future success of those affected by failure. 
For that reason, the U.S. military conducts 
after-action reports and debriefings, and the 
FBI National Academy conducts “hot washes” 
after each 10-week session. Jack Welch, for-
mer chairman of General Electric, called it 
“examining the car crashes,” and Jim Collins, 
a notable leadership guru and author, referred 
to it as “conducting autopsies.”

I propose using a RADICAL (review, ana-
lyze, diagnose, independent, candid, account-
able, and learn) departure from how you tradi-
tionally have viewed and acted toward failure. 
The purpose is to conduct an in-depth review 
of the failed project or event. First, bring all 
parties back together at an appropriate time; 
the closer to the end of major operations the 

better. Analyze all facets of the recent failure, 
to include logistics, administration, decision 
making, timing, job responsibilities, coor-
dination, and leadership. Diagnose the true 
reasons of failure without any talk of remedies 
or solutions. Independently verify why the 
failure occurred through objective or external 
means. In this step, be candid and do not hold 
back; honesty and frankness must be part of 
examining failure. Accountability regarding 
specific roles and responsibilities needs to be 
ferreted out. Most likely, the finger pointing 
began soon after the failure occurred.

Finally, learn from the failure. Determine 
what occurred, why it happened that way, 
and what can be done better next time. Will 
additional training and education help? How 
can you avoid the same pitfalls and traps 
next time? Will your systems and processes 
become more efficient? This final step serves 
to address these questions and allows you to 
come away smarter, better, and more produc-
tive the next time around.

Do not let these learning moments slip 
away, especially when our natural tendency 
is to run from failure. As noted statistician 
Dr. W. Edwards Deming once said, “Manag-
ers who focus on failure become experts on 
failure.”

"Success is a lousy teacher. It seduces smart people into thinking they can’t lose."
      — Bill Gates, Founder and Chairman of Microsoft
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Legal Digest

Each year, the U.S. Su-
preme Court decides 
cases that impact the ev-

eryday operations and manage-
ment of law enforcement agen-
cies. The 2010 to 2011 term was 
no different. It included case 
decisions covering a variety of 
constitutional and statutory is-
sues that will affect how depart-
ments conduct business. 

In this term, the Court 
decided two Sixth Amendment 

Confrontation Clause cases and 
one municipal liability case of 
interest. It also addressed the 
protection afforded speech in 
a case involving a government 
employee. In the criminal genre, 
there was a case centering on 
the emergency exception to 
the Fourth Amendment search 
warrant requirement, along with 
a juvenile case addressing the 
relevance of age and Miranda 
warnings. The Court also  

addressed the scope of retalia-
tion protection under the Fair 
Labor Standards Act (FLSA) 
and in a traditional claim of dis-
crimination in a Title VII case. 
The Court also decided a bias 
case involving the Uniformed 
Services Employment and Re-
employment Rights Act (USER-
RA). The final case involved 
alleged government retaliation 
for an employee’s exercise of 
the First Amendment right to 

Supreme Court Cases
2010-2011 Term
By MICHAEL J. BULZOMI, J.D.
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Special Agent Bulzomi is  
a legal instructor at the  
FBI Academy.

petition grievances against the 
government.

This article provides brief 
synopses of these cases. As al-
ways, law enforcement agencies 
must ensure that their own state 
laws and constitutions have not 
provided greater protections 
than those offered by U.S. con-
stitutional standards.

Michigan v. Bryant,  
131 S. Ct. 1143 (2011)

In this case, the U.S. 
Supreme Court decided that 
statements made during an 
ongoing emergency by an 
unavailable witness are not 
barred from admission at trial 
and that their admission does 
not violate the Sixth Amend-
ment Confrontation Clause. 
On April 29, 2001, at approxi-
mately 3:30 a.m., Detroit police 

officers responding to a radio 
dispatch found a man critically 
wounded in the parking lot of a 
gas station. The man, Anthony 
Covington, was questioned as 
to what happened, who shot 
him, and where the shooting 
had occurred. He responded that 
he had been shot by respondent 
Bryant at Bryant’s house and 
that he had driven himself to 
the gas station. Covington died 
hours later. His statements were 
used by the police in Bryant’s 
murder trial where Bryant was 
convicted of second degree 
murder. Bryant’s conviction 
was reversed by the Michigan 
Supreme Court, which held that 
the Sixth Amendment Confron-
tation Clause rendered Coving-
ton’s statement’s inadmissible 
testimonial hearsay.1

The case was appealed to 
the U.S. Supreme Court, which 
held that testimony by police 
officers at a murder trial regard-
ing the dying victim’s identifi-
cation of the defendant did not 
violate the defendant’s rights 
under the Confrontation Clause. 
Because the primary purpose of 
the victim’s statements was to 
enable police to respond to an 
ongoing emergency—a shoot-
ing—they were admissible at 
Bryant’s trial.2

The Court provided two 
rules to guide the inquiry as 
to whether the Confrontation 
Clause would bar a statement. 
First, the primary purpose test 

considers the perspectives of 
both interrogators and the inter-
rogated. In other words, a wit-
ness can answer even questions 
asked in good faith in a way that 
makes their primary purpose 
testimonial. Second, the test is 
objective; to determine primary 
purpose, courts should look at 
the purpose that reasonable peo-
ple would have in eliciting or 
giving the statement, rather than 
at the actual motives of the par-
ties. If the statement was made 
to meet an ongoing emergency, 
its primary purpose usually will 
be innocent. Whether the emer-
gency is ongoing even after the 
crime is completed turns largely 
on the extent of the continu-
ing public danger—an assess-
ment that could depend on the 
weapon used in the crime, the 
likelihood that the assailant will 
strike again, the medical condi-
tion of the victim, and other 
case-specific circumstances.3 
The Supreme Court determined 
that the statements at issue were 
obtained primarily for investi-
gative purposes, and, thus, their 
use at trial did not violate the 
Sixth Amendment.

Bullcoming v. New Mexico,  
131 S. Ct. 2705 (2011)

The Court decided that the 
testimony of a lab analyst who 
had no role in the testing of trial 
evidence would not satisfy the 
Sixth Amendment Confronta-
tion Clause requirements. The 
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petitioner, Donald Bullcoming, 
was arrested for drunk driving. 
Tests revealed that his blood-
alcohol level was three times 
the legal limit. Prior to Bull-
coming’s trial, the lab analyst 
who had conducted the tests 
and signed the lab reports had 
been placed on unpaid leave, so 
another lab analyst was called 
to the stand to testify concern-
ing the report. The analyst who 
testified had neither participated 
in nor observed the performed 
tests. The Supreme Court of 
New Mexico decided that it was 
not necessary for the lab ana-
lyst who conducted the tests to 
testify as long as a lab analyst 
testified that the Sixth Amend-
ment Confrontation Clause 
would be satisfied.4

The U.S. Supreme Court 
disagreed. In 2009, it had 
decided in Melendez-Diaz v. 
Massachusetts that a lab report 
was a form of testimony; as 
such, the Confrontation Clause 
required the authors of the re-
port to take the stand for cross-
examination.5 Here, the ques-
tion was whether another lab 
analyst could testify in place of 
the one who actually performed 
the tests. In a 5 to 4 decision, 
the Court determined that tes-
timony by a substitute witness 
does not satisfy the Confronta-
tion Clause. The Court reasoned 
that given the nature of the 
examination, a defendant must 
have an opportunity to dissect 

the examiner’s work by way of 
confrontation.6

Connick v. Thompson,  
131 S. Ct. 1350 (2011)

In this case, the Court de-
cided that the district attorney’s 
office should not be held liable 
under Section 1983 for failure 
to train its prosecutors based 
on a single Brady violation.7 
Thompson was convicted of 
murder, sentenced to death, and 
served 17 years in prison, where 
he came within a month of his 
execution date. He had chosen 
not to testify at his trial because 
of his fear that the prosecu-
tion would bring up an earlier 
conviction for armed robbery 
to try to make him look less 
believable.

However, unbeknownst to 
Thompson and his attorneys, 
the prosecutor had blood evi-
dence that would have exoner-
ated him from guilt in the armed 

robbery case. Had he not been 
convicted of armed robbery, he 
could have testified in his own 
defense in the murder case, and 
the outcome could have been 
different. In fact, he was acquit-
ted in a new trial once the blood 
evidence came to light. After his 
release from prison, Thompson 
filed a federal civil rights law-
suit pursuant to Title 42, Section 
183, U.S. Code against the dis-
trict attorney’s office, alleging 
that a Brady violation involv-
ing the failure to disclose the 
exonerating blood evidence was 
caused by the office’s deliberate 
indifference to an obvious need 
to train its prosecutors to avoid 
such constitutional errors.

The U.S. Supreme Court 
found that although the prosecu-
tors should have given Thomp-
son the blood evidence, when 
misconduct by prosecutors 
leads to a wrongful conviction, 
the agency can be held liable for 
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its employee’s actions only if 
the policy maker for the agency 
was aware of a pattern of simi-
lar bad behavior in the office, 
yet still did not start a training 
program for prosecutors. In City 
of Canton, Ohio v. Harris, the 
Court noted that it had, in fact, 
left open the possibility that the 
unconstitutional consequences 
of a single incidence of failure 
to train could be so patently 
obvious that a city could be 
held liable under Section 1983 
without proof of a preexisting 
pattern of violations.8 However, 
the Court noted that this was 
not such a case as lawyers are 
equipped with the tools to seek 
out, interpret, and apply legal 
principals prior to obtaining 
their positions with the govern-
ment, so additional training 
would not necessarily be re-
quired for them to do their jobs 
within the confines of the Con-
stitution.9 Thus, a single Brady 
violation would not constitute 
deliberate indifference; a pat-
tern of similar violations would 
be necessary to establish that a 
“policy of inaction” constituted 
the functional equivalent of a 
decision by the city itself to 
violate the Constitution.

Snyder v. Phelps,  
131 S. Ct. 1207 (2011)

According to the U.S. Su-
preme Court, political picketing 
at a military funeral, even if of-
fensive in its content and man-
ner, is constitutionally protected 

liable for millions of dollars 
in compensatory and punitive 
damages.

Phelps appealed, arguing 
that the First Amendment is 
violated when a state law al-
lows for infringement on First 
Amendment protected speech. 
The Fourth Circuit Court of Ap-
peals reversed the jury determi-
nation, granting First Amend-
ment protection for the speech 
because it centered on matters 
of public concern, was not 
provably false, and consisted of 
participants expressing it solely 
through hyperbolic rhetoric.10

The case also was appealed 
to the U.S. Supreme Court, 
which recognized that the 
contours of what constitutes 
protected speech is not well 
defined. However, speech still is 
protected despite its repugnant 
nature when it addresses a mat-
ter of public concern. The Court 
has determined that speech 
relating to matters of political, 
social, or general interest, value, 
or concern to the community 
generally is a matter of public 
concern. The Court advised that 
an examination of a statement’s 
content, form, and context 
decides a matter of public con-
cern, not its inappropriate  
or controversial character.

The Court decided that the 
content of the speech in this 
case related to public matters, 
such as the moral conduct of 
the United States and its citi-
zens, not private concerns. The 

if it addresses matters of pub-
lic concern. Fred Phelps, the 
founder of the Westboro Baptist 
Church in Topeka, Kansas, and 
six of his followers picketed the 
funeral of Marine Lance Corpo-
ral Mathew Snyder, an Iraq War 
veteran. The protest centered 
on their belief that God hates 
the United States for its toler-
ance of homosexuality. The pro-
testors verbally conveyed their 
message of intolerance and used 
signs with messages, such as 
“Thank God for Dead Soldiers” 
and “America is Doomed.” The 
protest was regarded as peaceful 
and occurred on public proper-
ty approximately 1000 feet from 
the church holding the service.

Snyder’s father sued Phelps 
and his church under state tort 
law, alleging intentional inflic-
tion of emotional distress and 
invasion of privacy. A jury 
found Phelps and his church 
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context was on social issues and 
did not involve personal at-
tacks upon Snyder. The speech 
occurred on public property in 
a peaceful manner and did not 
disrupt the funeral. The Court 
stated that even hurtful speech 
on public matters is protected to 
ensure that public debate is not 
stifled.11

Kentucky v. King,  
131 S. Ct. 1849 (2011)

The Court determined that 
an exigent circumstance created 
by the arrival of law enforce-
ment officers at a residence 
does not negate the emergency 
warrant exception. A search 
of an apartment in Lexington, 
Kentucky, took place after the 
controlled purchase of crack co-
caine outside the complex. The 
suspect dealer walked into the 
apartment breezeway and en-
tered a residence. The pursuing 
police officers did not receive 
the radio call with the informa-
tion as to which apartment the 
suspect entered. The officers 
stood between two apartments, 
not knowing which one the 
suspect had entered, smelled 
burning marijuana, knocked on 
the suspect’s apartment door, 
and announced their presence. 
The residents of the apartment 
did not respond, but the officers 
heard noises indicating that the 
occupants were in the process 
of destroying the drug evidence. 
The police officers announced 
their intentions to enter; made 
a warrantless, forced entry; and 

found three individuals smoking 
marijuana, as well as, in plain 
view, cocaine. The officers sub-
sequently found crack cocaine, 
cash, and drug paraphernalia. 
The original drug suspect later 
was apprehended in another 
apartment.

The respondent, Mr. King, 
one of the three occupants of 
the first apartment, was con-
victed of distribution charges 
and sentenced to 11 years 
imprisonment. He appealed 
his conviction. The Kentucky 
Court of Appeals affirmed his 
conviction, stating that the entry 
into the home was justified 
under the emergency search 
warrant exception because the 
police reasonably believed 
that the drug evidence would 
be destroyed and that they 
did not impermissibly create 
the exigency because they 
had not deliberately evaded 

the warrant requirement. The 
Supreme Court of Kentucky 
reversed, stating that the police 
could not rely on the exigent 
circumstances exception if it 
was reasonably foreseeable 
that the investigative technique 
used would result in the exigent 
circumstances.12 Hence, knock-
ing and announcing inevitably 
would induce the destruction of 
the evidence.

The U.S. Supreme Court 
assumed that exigent circum-
stances existed in this case, 
meaning there was a reasonable 
belief that evidence would be 
destroyed unless entry was 
made. Because exigent circum-
stances existed, the only ques-
tion was whether the actions 
of the police were allowable. 
The Court decided that as 
the officers had not violated 
or threatened to violate the 
Fourth Amendment prior to the 

© Photos.com



28 / FBI Law Enforcement Bulletin

exigency, the warrantless entry 
was justified.13 The likelihood 
that the police notifying suspects 
of their presence will result in 
the individuals destroying the 
evidence, thus creating exigency, 
has no bearing on the validity of 
a warrantless entry.

J.D.B. v. North Carolina,  
131 S. Ct. 2394 (2011)

In this case, the Supreme 
Court advised that age is a fac-
tor when deciding whether to 
provide the Miranda advice of 
rights to a juvenile suspect, but 
clarified that age is not a deter-
mining factor. J.D.B., a 13 year 
old, was pulled out of class and 
taken to a conference room at his 
school, where school administra-
tors and a uniformed police of-
ficer questioned him about some 
items stolen from neighborhood 
homes. J.D.B. eventually con-
fessed to stealing the items.

His attorney later argued 
that his confession could not 
be used because he had not 
received Miranda warnings. 
The North Carolina Supreme 
Court rejected that argument.14 
J.D.B. then filed a petition for 
certiorari in which he argued 
that because he was a minor, he 
would not reasonably believe 
that he was free to leave when 
confronted by a police officer 
and, therefore, must receive 
Miranda warnings prior to being 
interrogated.

The U.S. Supreme Court 
reversed the North Carolina 
Supreme Court. In a 5 to 4 
opinion authored by Justice 
Sotomayor, the Court held that 
a minor’s age can be a rel-
evant factor when determining 
whether he or she is in custody. 
The Court reasoned that while 
the determination of custody is 
still an objective one, including 
consideration of a minor’s age 
in that objective determination 
is appropriate given the psy-
chological differences between 
adults and juveniles. This is not 
to say that age is the decisive 
factor, but it recognizes that age 
is to be considered given that a 
reasonable adult may view the 
circumstances differently than a 
reasonable juvenile.15 The case 
was remanded back to the North 
Carolina Supreme Court to 
determine whether the factoring 
of age into the analysis occurred 
while J.D.B. was in custody.

Kasten v. Saint Gobain  
Performance Plastics Corp.,  
131 S. Ct. 1325 (2011)

The FLSA contains an 
antiretaliation provision protect-
ing employees who complain of 
unfair labor practices. However, 
some question arose as to what 
kind of complaint qualifies for 
protection under the act. The 
FLSA refers to filing a com-
plaint. The act does not specify 
how this must be done, leaving 
the Court to determine whether 
a written complaint is necessary 
or if an oral complaint satisfies 
the FLSA. The Court held that a 
complaint could be filed orally.

Kevin Kasten alleged 
unlawful retaliation from his 
employer, Saint Gobain Per-
formance Plastics Corp., which 
fired him for orally complaining 
to company officials concern-
ing the location of time clocks, 
which prevented workers from 
claiming donning and doffing 
time for protective gear required 
for work. The company claimed 
that it dismissed Kasten after 
repeated warnings for failing 
to properly record his comings 
and goings on the time clock. 
The district court granted sum-
mary judgment in favor of the 
employer, holding that the act 
did not allow protection for oral 
complaints. The Seventh Circuit 
Court of Appeals affirmed the 
district court’s decision.16

The U.S. Supreme Court 
granted certiorari, holding that © Photos.com
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an oral complaint is protected 
under the FLSA antiretalia-
tion provision. The Court used 
several different tools of statu-
tory interpretation to reach that 
result. It pointed out that the 
dictionary definitions of the 
word filed varied, but that the 
purpose of the act—to protect 
employees with legitimate 
complaints—would be under-
mined if the act required all 
complaints to be in writing.17 
The Court also noted that many 
state legal systems allow for 
oral filings and that the agency 
charged with administering the 
FLSA regarded oral complaints 
as falling under the act. The 
Court concluded that the Sev-
enth Circuit Court of Appeals 
erred in determining that oral 
complaints do not fall within the 
scope of the act’s antiretaliation 
provision and left the question 
of whether Kasten could meet 
the act’s notice requirement for 
the lower courts to decide. The 
case was vacated and remanded 
to the Seventh Circuit Court of 
Appeals. This ruling lessened 
the need for a high degree of 
formality when seeking protec-
tion from retaliation based on 
conduct protected by the FLSA.

Staub v. Proctor Hospital,  
131 S. Ct. 1186 (2011) 

An employer can be li-
able for discrimination under 
the USERRA if a decision 
detrimental to an employee is 
influenced by bias, even if the 

person who actually makes the 
detrimental decision is not the 
biased party. Staub was fired 
after his two immediate supervi-
sors, who were hostile to him 
in regard to his military reserve 
status, mandated additional 
reporting requirements for him, 
which they later claimed he did 
not do. This failure to follow 
the requirements was forwarded 
to his supervisor’s superior who 
made the decision to fire Staub. 
In turn, Staub filed a grievance 
claiming the underlying reason 
for his disciplinary warning was 
that his supervisors were hostile 
toward his military obligations 
as a U.S. military reservist. 
Staub cited a history of work-
scheduling conflicts requir-
ing him to take leave or work 
additional shifts to fulfill his 
reservist obligations, as well as 
numerous derogatory comments 

concerning the military and his 
duties as a reservist.

This claim was brought 
under a “cat’s paw” theory 
alleging that Proctor Hospital 
was liable for the animus of 
Staub’s supervisors who did not 
make the actual decision to fire 
him, but did induce the deci-
sion maker to fire him based on 
the animosity they had towards 
Staub and his reservist status.18 
A jury found in favor of Staub 
and awarded him $57,740 in 
damages. On appeal, the Sev-
enth Circuit determined that the 
cat’s paw theory applies only 
to impute the animosity of a 
nondecision maker with “sin-
gular influence” over a decision 
maker and remanded to enter 
judgment in favor of Proctor 
Hospital.19

The U.S. Supreme Court 
granted certiorari and rejected 
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the circuit court’s reasoning. It 
examined the question of under 
what circumstances an em-
ployer is liable for the unlawful 
intent of supervisors who cause 
or influence yet do not make the 
ultimate employment decision. 
In so doing, the Court consid-
ered both tort and agency law 
while focusing on the statutory 
term “motivating factor in the 
employer’s action” found in the 
USERRA. Principles of tort law 
instruct that for intentional torts 
it is the intended consequences 
of an act, not simply the act, 
that determines the state of 
mind required for liability. Fur-
ther, principles of agency law 
provide that both the supervisor 
and the ultimate decision maker, 
if both acting within the scope 
of their employment, are agents 
of the employer, and, thus, 
their wrongful conduct may be 
imputed to the employer. The 
Court concluded that the evi-
dence suggested that a reason-
able jury could have inferred 
that the actions of the supervi-
sor were motivated by hostility 
toward Staub’s military obliga-
tions and that these actions were 
causal factors underlying the 
ultimate decision to fire Staub.20 
The Court reversed the Seventh 
Circuit opinion and remanded 
for further proceedings to de-
termine whether a new trial was 
warranted. This decision has the 
potential to affect liabilty issues 
in other federal acts, such as 

Title VII and the American with 
Disabilities Act (ADA), which 
has language similar to the 
USERRA.

Thompson v. North American 
Stainless, 131 S. Ct. 863 (2011)

This case continued the 
Supreme Court’s broad inter-
pretation of the antiretalia-
tion provision within federal 
antidiscrimination law.21 Eric 
Thompson, an engineer at North 

the case is whether Title VII—a 
federal antidiscrimination law—
protects close family members 
and friends of a complaining 
employee or only the employee 
from retaliatory employer  
action.

The U.S. District Court for 
the Eastern District of Kentucky 
granted summary judgment 
to North American Stainless, 
finding that Title VII does not 
permit third-party retaliation 
claims. The Sixth Circuit Court 
of Appeals met en banc after a 
panel of the Sixth Circuit re-
versed the district court decision 
and affirmed the district court 
ruling.22

The case then was appealed 
to the U.S. Supreme Court, 
which advised that Title VII 
protects any employee who has 
made a charge under the act 
from employer discrimination.23 
Title VII also allows any person 
claiming to be aggrieved by an 
unlawful employment practice 
to file charges with the EEOC 
or even sue the employer if the 
EEOC declines to do so.24 The 
Court then looked to the two 
issues presented by this case: 
First, if Thompson’s firing 
by his employer was unlaw-
ful retaliation and, second, if 
so, if Thompson was entitled 
to relief under Title VII. The 
Court stated that if Thompson’s 
statement of fact was true, then 
he was the subject of unlawful 
retaliation.25 The Court went 

American Stainless, a stainless 
steel manufacturer, was fired af-
ter his then-fiancée (now wife) 
filed a gender-discrimination 
complaint with the Equal Em-
ployment Opportunity Commis-
sion (EEOC). Thompson argued 
that because the company could 
not legally fire his fiancée in 
retaliation for her complaint, it 
fired him instead. At question in 
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on to say that Thompson was 
covered under Title VII due to 
the retaliation provision, which 
prohibits any employer action 
that “well might have dissuaded 
a reasonable worker from mak-
ing or supporting a discrimina-
tion charge.”26 In regard to the 
issue of the proverbial “slippery 
slope” as to where protection 
against retaliation begins and 
ends and who is covered, the 
Court stated that no general rule 
should be made as any such 
rule would restrict the number 
of claimants unduly but that 
common sense should prevail 
because “the significance of 
any given act of retaliation 
will depend upon the particular 
circumstances.”27

Borough of Duryea,  
Pennsylvania v. Guarnieri,  
131 S. Ct. 2488 (2011)

Embedded within the 
First Amendment is an indi-
vidual’s right to “petition the 
Government for a redress of 
grievances.”28 The parameters 
of this right were tested with the 
result being similar to what is 
seen in speech cases involving 
government employees.

Police Chief Charles J. 
Guarnieri was fired by the Bor-
ough of Duryea, Pennsylvania, 
in 2003 and subsequently filed 
a grievance to fight the firing. 
After arbitration, Chief Guarni-
eri was reinstated. Upon return-
ing to his job, he found that the 

council had issued a number 
of directives limiting the tasks 
he could and could not do as 
chief. He then filed a second 
grievance, which resulted in 
the modification of the direc-
tives. He also sued the borough, 
alleging retaliation over his 
having filed the first grievance 
in 2003. Chief Guarnieri did 
so on the basis that the retalia-
tion was a violation of his First 
Amendment right to petition. A 
jury found for Chief Guarnieri, 
and the borough appealed to the 
U.S. Third Circuit Court of Ap-
peals, citing that only matters of 
public concern were protected 
under the First Amendment. 
The Third Circuit held that the 
First Amendment right to peti-
tion protects public employees 
concerning any manner, public 
or personal.29

The U.S. Supreme Court 
granted certiorari to determine 

the limitations of retaliation 
protection under the First 
Amendment right to petition. 
The Court long has held that 
for speech by a government 
employee to be protected under 
the First Amendment, it must 
address a matter of public 
concern.30 Even if it addresses a 
matter of public concern before 
it is afforded protection, the 
Court must undergo a balanc-
ing-of-interests test between the 
government’s need to manage 
its internal affairs and the inter-
ests of the individual in express-
ing matters of public concern to 
determine if the speech truly is 
protected. In this case involv-
ing the right to petition, the 
Court reasoned that a similar 
rubric should apply. The Court 
determined that to do otherwise 
in petition cases would under-
mine government efficiency 
and cause undue lawsuits in 
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Law enforcement officers of other than 
federal jurisdiction who are interested 
in this article should consult their legal 
advisors. Some police procedures ruled 
permissible under federal constitutional 
law are of questionable legality under 
state law or are not permitted at all.

federal courts dealing with 
internal management issues 
better left to internal resolution 
procedures, the states, or ap-
propriate federal statutes that 
deal with employment issues.31 
The Court decided that a public 
employee’s right to petition is a 
right to participate as a citizen 
in the democratic process, but 
not a right to transform every-
day employment disputes into 
constitutional issues for federal 
litigation. For a public employ-
ee to bring a case involving the 
right to petition, there must be a 
matter of public concern.

Cases of Interest in the  
2011-2012 Term

The U.S. Supreme Court 
has placed a number of cases 
of interest to law enforcement 
agencies on next year’s docket. 
One of particular interest is 
United States v. Jones, where 
the court will decide whether 
the warrantless prolonged use 
of a global positioning sys-
tem (GPS) tracking device to 
monitor a vehicle’s movement 
on public streets violates the 
Fourth Amendment protection 
against unreasonable searches 
and seizures.32 The second case 
of interest is Messerschmitt v. 
Millender, where the court will 
consider whether police of-
ficers are entitled to qualified 
immunity where they execute 
search warrants later deemed 

invalid.33 In Florence v. Board 
of Freeholders, the Court 
has been asked to determine 
whether the Fourth Amendment 
permits strip searches by jail-
ors for all offenses, including 
minor ones, without acting out 
of suspicion.34 The final case 
of interest is Howes v. Fields, 
which involves Miranda and 
prison inmates.35 The Court will 
determine whether a prisoner 
always is considered in custody 
for purposes of Miranda when 
the prisoner is isolated from the 
general prison population and 
questioned concerning conduct 
occurring outside the facility.
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Bulletin Notes

Law enforcement officers are challenged daily in the performance of their duties; they face each 
challenge freely and unselfishly while answering the call to duty. In certain instances, their actions 
warrant special attention from their respective departments. The Bulletin also wants to recognize 
those situations that transcend the normal rigors of the law enforcement profession.

Detective Howell

Officers of the Upper Sandusky, Ohio, Police Department responded to 
a call for three children who had fallen into a local river and could not be 
located. The officers found two of the children clinging to logs that were 
resting against a tree in the middle of the river; the third child had managed 
to make it to shore. The children were having difficulty holding onto the 
wet logs and were observed to slip back into the water on several occasions. 
Detective Tyler Howell, one of the officers at the scene, entered the river and 
swam over 30 feet against a very strong current in approximately 10 feet 
of water. Averting downed 
limbs and trees floating by, 
he reached the log jam the 

children were on and crawled along adjacent 
logs to reach them. He then secured the children 
in safety equipment, and they were pulled to 
shore by firemen, police officers, and lifeguards 
from the city pool.

Officer Hayes Officer McCarthy Officer McCluskey

Officers Matthew Hayes, 
Maryhelen McCarthy, and John 
McCluskey of the Newtown, 
Connecticut, Police Department 
responded to a call regarding a 
9-year-old boy who had gone 
missing. The boy, who suffered 
from autism and was unable to 
verbalize, reportedly had ven-
tured into a heavily wooded area 
close to his home. Upon arriving 

at the residence, all three officers began searching for the boy, with Officers McCarthy and Mc-
Cluskey focusing their efforts toward a nearby stream. Officer McCluskey proceeded down a 
dirt trail that was located next to a pond; as he moved closer, he sighted the missing boy in the 
pond with water up to his chest, struggling to get out but unable to do so. Officers McCluskey 
and McCarthy immediately ran to the other side of the pond, climbed under a fence, and entered 
the water, saving the child from possibly drowning. Fortunately, the boy was uninjured and was 
reunited with his parents shortly thereafter.

Nominations for the Bulletin Notes should be based  
on either the rescue of one or more citizens or arrest(s)  
made at unusual risk to an officer’s safety. Submissions  
should include a short write-up (maximum of 250 words),  
a separate photograph of each nominee, and a letter  
from the department’s ranking officer endorsing the  
nomination. Submissions can be mailed to the Editor,  
FBI Law Enforcement Bulletin, FBI Academy, Quantico,  
VA 22135 or e-mailed to leb@fbiacademy.edu.



Patch Call

Various milestones in the history of Shreve-
port, Louisiana, are depicted on the patch of its po-
lice department. Flowing prominently at the bot-
tom is the Red River, along which Shreveport was 
founded in 1833. The trees featured in the center 
represent the logging industry, and the American 
eagle symbolizes integrity and freedom. To the 
right is a profile of the Caddo Indian, who once 
occupied the local territory.

The city of Franklin, New Hampshire ad-
opted its name in 1820 in honor of Benjamin 
Franklin. Another famous American statesman, 
Daniel Webster, is depicted on the patch of the 
Franklin Police Department. Webster was born 
in 1782 in a section of Franklin that was then part 
of Salisbury, New Hampshire. His birthplace has 
been preserved and is a state historic site.
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